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ABSTRACT

Distinct-path routing establishes distinct pathsideen a source and destination node in a netwarlkrder to
achieve efficient, secure and reliable distinctipatuting for Wireless sensor networks, we proppseuting mechanism
that uses multi route strategies for secure datasfer from node to node in Distributed Environmértte cross-layer
strategy involves incorporating feedback and infation from layers below the network layer to maleeigsions at the
network layer. We also propose a path evaluatioohaueism for the paths returned by the proposedi4path routing
mechanism. Compromised node and denial of servieetwo key attacks in wireless sensor networks (#)SN
In this paper, we study data delivery mechanisras ¢an with high probability circumvent black hofesmed by these
attacks. We argue that classic multipath routingreaches are vulnerable to such attacks, mainlytatleeir deterministic
nature. So once the adversary acquires the roatgayithm, it can compute the same routes knowtin¢osource, hence,
making all information sent over these routes vidhte to its attacks. In this paper, we develophmasms that generate
randomized distinct routes. So even if the routilgprithm becomes known to the adversary, the adwerstill cannot
pinpoint the routes traversed by each packet. Bssidndomness, the generated routes are also higiggrsive and

energy efficient, making them quite capable ofuwingenting black holes.
KEYWORDS: Routing, Sensor Networks, Denial of Service andugst Data Collection

1. INTRODUCTION
1.1 Motivation

Of the various possible security threats encoudt@rea wireless sensor network (WSN), in this paper are
specifically interested in combating two types ttheks: compromised node (CN) and denial of ser(i®S). In the CN
attack, an adversary physically compromises a s$ulifsaodes to eavesdrop information, whereas inRS attack,
the adversary interferes with the normal operatibthe network by actively disrupting, changing,ewen paralyzing the
functionality of a subset of nodes. These two &#amre similar in the sense that they both gendsiatek holes: areas
within which the adversary can either passivelgiicgpt or actively block information delivery. Dte the unattended

nature of WSNs, adversaries can easily produce slack holes.

Severe CN and DOS attacks can disrupt normal ddieedy between sensor nodes and the sink, or pagition
the topology. A conventional cryptography-basedisgc method cannot alone provide satisfactory sohs to these
problems. This is because, by definition, once aends compromised, the adversary can always acciee
encryption/decryption keys of that node, and thars intercept any information passed through itelilse, an adversary
can always perform DOS attacks even if it doeshaste any knowledge of the underlying cryptosyst®©me remedial

solution to these attacks is to exploit the networ&uting functionality.
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Specifically, if the locations of the black holes &nown a priori, then data can be delivered qaths that
circumvent (bypass) these holes, whenever posslhlepractice, due to the difficulty of acquiring cku location
information, the above idea is implemented in a bphilistic manner, typically through a two-step gq@ss.
First, the packet is broken into M shares usingTaMi-threshold secret sharing mechanism such asStamir's
algorithm. The original information can be recovkfeom a combination of at least T shares, butnmiormation can be
guessed from less than T shares. Second, multpies from the source to the destination are coadpatcording to

some multipath routing algorithm. These routescammaximally node-disjoint subject to certain coastts.

The M shares are then distributed over these roateb delivered to the destination. As long as astle
M _ T p 1 (or T) shares bypass the compromisegafomed) nodes, the adversary cannot acquire (or thendelivery of)
the original packet. We argue that three securidplems exist in the above counter-attack approdaicht, this approach is
no longer valid if the adversary can selectivelynppomise or jam nodes. This is because the routguatation in the
above multipath routing algorithms is deterministithe sense that for a given topology and givaree and destination
nodes, the same set of routes is always computdaelnputing algorithm. As a result, once the nogitalgorithm becomes
known to the adversary (this can be done, e.gutiit memory interrogation of the compromised nothe) adversary can

compute the set of routes for any given sourcedmstination.

Because routes are now randomly generated, they moalonger be node-disjoint. However, the algorithm
ensures that the randomly generated routes aris@ersive as possible, i.e., the routes are gebgmaty separated as far
as possible such that they have high likelihoochof simultaneously passing through a black holensitering the
stringent constraint on energy consumption in WS3Ns, main challenge in our design is to generagdlpidispersive
random routes at low energy cost. As explained laech a challenge is not trivial. A naive algomit of generating
random routes, such as Wanderer scheme (a puremawalk algorithm), only leads to long paths (camtag many hops,
and therefore, consuming lots of energy) withodtiedng good dispersive ness. Due to security cmmations, we also
require that the route computation be implemented distributed way, such that the final route espnts the aggregate
decision of all the nodes participating in the eosélection. As a result, a small number of coligiompromised nodes
cannot dominate the selection result. In additifem, efficiency purposes, we also require that thadomized route

selection algorithm only incurs a small amount afnenunication overhead.
1.2 Contributions and Organization
The key contributions of this work are as follows:

 We explore the potential of random dispersion fdbimation delivery in WSNs. Depending on the tygfe
information available to a sensor, we develop fdistributed schemes for propagating informationatels”:
purely random propagation (PRP), directed randowpaggation (DRP), no repetitive random propagation
(NRRP), and multicast tree assisted random promagdMTRP). PRP utilizes only one-hop neighborhood
information and provides baseline performance. DRkIzes two-hop neighborhood information to impeothe
propagation efficiency, leading to a smaller paékegrception probability. The NRRP scheme achieveamilar
effect, but in a different way: it records all teased nodes to avoid traversing them again in therd.

MTRP tries to propagate shares in the directiothefsink, making the delivery process more eneffigient.
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* We theoretically evaluate the goodness of theggeditve routes in terms of avoiding black holes. gaduct
asymptotic analysis (i.e., assuming an infinite hamof nodes) for the worst-case packet intercagtimbability
and energy efficiency under the baseline PRP sch@ueresults can be interpreted as the performamieof
PRP, and alower-bound on the performance of theenasmvanced DRP, NRRP, and MTRP schemes.
Our analysis helps us better to understand howrisgda achieved under dispersive routing. Basedttun
analysis, we investigate thetrade-off between #&mglom propagation parameter and the secre shaaiagnpter.
We further optimize these parameters to minimize ethd-to-end energy consumption under given sgcurit

constraint.

* We conduct extensive simulations to study the parémce of the proposed schemes under more elaticgs.
Our simulation results are used to verify the dffemess of our design. When the parameters areppately
set, all four randomized schemes are shown to geobitter security performance at a reasonableygroerst
than their deterministic counterparts. At the saimee, they do not suffer from the type of attacksefd by

deterministic multipath routing.

2. RANDOMIZED MULTIPATH DELIVERY

2.1 Overview

We consider a three-phase approach for securemattyn delivery in a WSN: secret sharing of infotima,
randomized propagation of each information shamd aormal routing (e.g., min-hop routing) towarde tisink.
More specifically, when a sensor node wants to sepdcket to the sink; it first breaks the pack#s M shares, according
to a 8T;Mb-threshold secret sharing algorithm,,éShamir’s algorithm. Each share is then transohittesome randomly
selected neighbor. That neighbor will continue étay the share it has received to other randomgctsd neighbors,
and so on. In each share, there is a TTL field,s&haitial value is set by the source node to @britre total number of
random relays. After each relay, the TTL fieldésluced by 1. When the TTL value reaches 0, thentzd to receive this
share begins to route it toward the sink using hap-routing. Once the sink collects at least T efait can reconstruct
the original packet. No information can be recodefm less than T shares. The effect of route atiEpeness on
bypassing black holes is illustrated in Figure heve the dotted circles represent the ranges ttretsghares can be
propagated to in the random propagation phasergedalotted circle implies that the resulting reuége geographically
more dispersive. Comparing the two cases in Figureis clear that the routes of higher dispersiess are more capable
of avoiding the black hole. Clearly, the randompagation phase is the key component that dictdessé¢curity and

energy performance of the entire mechanism.
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2.2 Random Propagation of Information Shares

To diversify routes, an ideal random propagatiaggoathm would propagate shares as depressivelyssilpe.
Typically, this means propagating the shares farfitoan their source. At the same time, it is higdigsirable to have an
energy- efficient propagation, which calls for limg the number of randomly propagated hops. Tladleige here lies in
the random and distributed nature of the propagatoshare may be sent one hop farther from itsceon a given step,
but may be sent back closer to the source in the step, wasting both steps from a security staimip@o tackle this

issue, some control needs to be imposed on themapdopagation process.
2.2.1 Multicast Tree-Assisted Random Propagation

MTRP aims at actively improving the energy effiggnof random propagation while preserving the
dispersiveness of DRP. The basic idea comes frenfallowing observation: Among the three differeatites taken by
shares, the route on the bottom right is the mostgy efficient because it is the shortest endntbqgath. So, in order to
improve energy efficiency, shares should be begpaugated in the direction of the sink. In other dertheir propagation
should be restricted to the right half of the @réh Figure 1. Conventionally, directional routimgquires location
information of both the source and the destinatiodes, and sometimes of intermediate nodes. Examplecation based
routing are the Greedy Perimeter Stateless RoytBRSR) and Location-Aided Routing (LAR). Locatianfdrmation
mainly relies on GPS in each node, or on someiloliged localization algorithms. The high cost ahe bw accuracy of

localization are the main drawbacks of these twthots, respectively.

MTRP involves directionality in its propagation pess without needing location information. Morecifieally,

it requires the sink to construct a multicast thesm itself to every node in the network. Such toemstruction is not
unusual in existing protocols, and is typically daoted by flooding a “hello” message from the stokevery node.

Once the multicast tree is constructed, a node Rritssdistance (in hops) to the sink and the idtoparent node on the
tree. We assume that each entry in the neighliankéntained by a node has a field that recordsitmber of hops to the
sink from the corresponding neighbor. Under MTR#, header of each share contains two additionalkfienaxhop and

minhop. The values of these parameters are sédtebgdurce to maxhop % ns p _1 and minhop % ns whée ns is the
hop count from the source to the sink, and _1 ghdre nonnegative integers with _1 2. The pat@mel. controls the
scope of propagation away from the sink, i.e.,ht® left half of the circle in Figure 1. The paraemet2 controls the
propagation area toward the sink, i.e., the right of the circle. A small _2 pushes the propagatiba share away from

the center line connecting the source and thedinkforces them to take the side path, leadingtiebdispersion.
3. ASYMPTOTIC ANALYSIS OF THE PRS SCHEME

The random routes generated by the four algoritimection 2 are not necessarily node-disjoint.&aoatural
guestion is how good these routes are in avoidiagktholes. We answer this question by conductBygrgtotic analysis

of the PRP scheme. Theoretically, such analysieainterpreted as an approximation of the perfomaavhen the node
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density is sufficiently large. It also serves dswer bound on the performance of the NRRP, DRHE, dfRP schemes.
Note that the security analyses for the CN and @&ks are similar because both of them involleutating the packet
interception probability. For brevity, we only fazan the CN attack model. The same treatment cappléed to the DOS

attack with a straightforward modification.
3.1 Security Definition

For a given source sensor node, the security pedvlay the protocol is defined as the worst-caseifmam)
probability that for the M shares of an informatipacket sent from the source, at least T of theeniraercepted by the
black hole. Mathematically, this is defined as duls: Let the distance between the source s andsitileo be ds.
We define a series of N p 1 circles co centeresl &br the ith circle, 1 _ i _ N, the radius is iFor circle 0, its radius is
0. These N p 1 circles will be referred to as thlbdg neighborhood of s. More specifically we sagttha node is i hops
away from s if it is located within the intersectibetween circles i _ 1 and i. We refer to thigiiséction as ring i. For an
arbitrary share, after the random propagation ptiased of the ring in which the last receivingdeo say w, is located is a

discrete random variable _ with state space f1; Ng.

The actual path from w to the sink is decided bg #pecific routing protocol employed by the network
Accordingly, different packet interception rateg abtained under different routing protocols. Hoarevhe route given
by min-hop routing, which under high node densiiy de approximated by the line between w and thle gjives an
upper bound on the packet interception rates ualtlether routing protocols. This can be justiflegnoting that min- hop
routing tends not to distribute traffic over varsointermediate nodes and only selects those nb@d¢ste closest to the
sink.The path-concentration effect makes min-hofinguhave a smaller traversing area of the pathd, thus is more

prone to packet interception, especially when caegbéopower-balancing routing protocols that bdilspersive routes.

4. SIMULATION STUDIES
4.1 Simulation Setup

In this section, weuse simulation to evaluate thefggmance of PRP, NRRP, DRP, and MTRP under more
realistic settings. To better understand the cdipabi these randomized multipath routing algomith in bypassing black
holes, we also compare their performance againstleterministic counterpart, H-SPREAD, which generate
node-disjoint multipath routes to combat CN attack/SNs. We consider a 200 m _ 200 m field thatngormly covered
by sensors. The center of this square is the opgint. All coordinates are in the unit of metérhe sink and the center of
the black hole are placed at (100, 0) and (50ré9pectively. The transmission range of each seiss&h Y2 10 m.
For MTRP, we set the parameters 1% 0and 2 Y 5.

In all simulations, after the random propagatiorag#h each secret share is delivered to the simg usin-
hop routing. Each simulation result is averaged ro®® randomly generated topologies. For each tagyglo
1,000 information packets are sent from the soumge to the sink. Our simulation results indicdtat tthe nodes’
locations have a significant impact on the absolkdtie of the packet interception probability ofgaven scheme.
As a result, we emphasize that when reading thailation results presented below, the absolute valfuthe mean
performance is not as useful as the relative pesdioce ranking between various schemes, and alsasnaseful as the
general trend in performance. Because all compagigoade in our simulations are based on 50 commwpaoldgies,
this common ground for comparison ensures that msults preserve the actual relative performancevedmn

various schemes.
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4.2 Simulation Results

4.2.1 Single-Source Case

We first fix the location of the source node at @,_Bb. In we plot the packet interception probapis a
function of the TTL value (N) and the number of rgsa (M) that each packet is broken into, respeltive
The packet interception probability calculated adow to our asymptotic analytical model for PRRuliso plotted in the

same figure for comparison.

These figures show that increasing N and M helpsige the packet interception probability for albposed
schemes. However, for a sufficiently large N, eNy.%2 20 in the interception probability will not aitge much with a
further increase in N. This is because the randmpapation process has reached steady state. dls@abe observed that,
in all cases, the packet interception probabilitieder the DRP, NRRP, and MTRP schemes are muckesittean that of
the baseline PRP scheme, because their randomgatigres are more efficient. In addition, when N &hdre large, all
four randomized algorithms achieve smaller packegrception probabilities than the deterministiSHREAD scheme.

In many cases, the gap is more than one order ghitale.

The poor performance of H-SPREAD is due to the smahber of node-disjoint routes that can be fobgdhe
algorithm when the source is far away from the gittk hops apart in our simulation), and the faet these routes may
not be dispersive enough. Increasing M does natgdnghe number of routes the algorithm can findt soes not help in
reducing the interception probability for H-SPREAERurthermore, it can be observed that the simulp@tbrmance for
PRP is reasonably close to its theoretical perfocaaespecially in the medium packet interceptfmobability regime.

This clearly demonstrates that the sample toposogged in our simulations are representative affitisnt.
5. RELATED WORK

The concept of multipath routing dates back to E9¥hen it was initially proposed to spread théfitrdor the
purpose of load balancing and throughput enhancerhater on, one of its subclasses, path-disjoiultipath routing,
has attracted a lot of attention in wireless neksatue to its robustness in combating securityeisstihe related work can
be classified into three categories. The first gatg studies the classical problem of finding nadgeint or
edge-disjoint paths. Some examples include the Bhilitiple Routing (SMR) protocol, multipath DSRpéthe AOMDV
and AODMV algorithms that modify the AODV for muyth functionality. As pointed out in, actually yelimited
number of node-disjoint paths can be found whererdehsity is moderate and the source is far aveay the destination.
Furthermore, the security issue is not accounteexplicitly in this category of work. The secorategory includes recent
work that explicitly takes security metrics intocaant in constructing routes. Specifically, the &AR algorithm in

attempts to find multiple most-secure and nodesdisjpaths.

The security of a path is defined as the likelihaddhode compromise along that path, and is labakdhe
weight in path selection. A modified Dijkstra algbm is used to iteratively find the top-K most senode-disjoint paths.
The H-SPREAD algorithm improves upon SPREAD by diameously accounting for both security and religbi
requirements. The work in presents distributed Bleuontrol and Lex-Control algorithms, which compthe multiple
paths in such a way that the maximum performancgrad@ation (e.g., throughput loss) is minimized whan
single-link attack or a multilink attack happersspectively. The work in considers the report fedtion attacks launched
by compromised nodes. The work in further consideekective forwarding attacks, whereby a comprochisede

selectively drops packets to jeopardize data aviitha
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Both works are based on a similar cryptographichoetthe secret keys used by sensor nodes ardispecheir
geographic locations, which limits the impact of@mpromised node. Instead of relying on a cryptoigi@amethod for
resolving the issue, our work mainly exploits thating functionality of the network to reduce thence that a packet can
be acquired by the adversary in the first placehe®tsecure multipath routing algorithms include SRP
SecMR, Burmester’s approach, and AODV-MAP.

Among them, SRP uses end-to-end symmetric cryppbgrao protect the integrity of the route discovery
Sec MR protects against the denial-of-service ktthom a bounded number of collaborating Malicionedes;
Burmester's method is based on the digital sigeatwf the intermediate nodes; AODVMAP is anothedification of
AODV, which can provide local bypass of the attatkedes.

6. CONCLUSIONS

Our analysis and simulation results have shown dffectiveness of the randomized dispersive rouiimg
combating CN and DOS attacks. By appropriatelyirggtthe secret sharing and propagation parametieespacket
interception probability can be easily reduced lmy proposed algorithms to as low as 10_3, whiat Isast one order of

magnitude smaller than approaches that use detistiminode-disjoint multipath routing.

At the same time, we have also verified that tmprioved security performance comes at a reasomaiskeof
energy. Specifically, the energy consumption of gheposed randomized multipath routing algoritheenly one to two
times higher than that of their deterministic caunparts. The proposed algorithms can be appliestliective packets in

WSNs to provide additional security levels agaatbtersaries attempting to acquire these packets.

By adjusting the random propagation and secretirghgrarameters (N and M), different security leveds be
provided by our algorithms at different energy soslonsidering that the percentage of packetsWS that require a
high security level is small, we believe that tléestive use of the proposed algorithms does miifsantly impact the
energy efficiency of the entire system. Our curneatk is based on the assumption that there is ardynall number of
black holes in the WSN. In reality, a stronger @ktaould be formed, whereby the adversary seldgtivempromises a

large number of sensors that are several hops freraythe sink to form clusters of black holes ardtime sink.

Collaborating with each other, these black holesfoam a cut around the sink and can block evetl patween
the source and the sink. Under this cut aroundk aitack, no secret share from the source can esftapm being
intercepted by the adversary. Our current work doesaddress this attack. Its resolution requirestas extend our

mechanisms to handle multiple collaborating blagles, which will be studied in our future work.
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